TRI}VION

Forefront-Identity Manager a1 ! Coy: ey ey

—

|
BHOLD Access Control Solutions

Role Based Access Control
for efficient and effective authorization management

Taco de Muinck Keizer

15-06-2010


mailto:tacodmk@bholdcompany.com

4 BHOLD

R ...
Agenda

A Customer Identity & Access Challenges
A Solution

A BHOLD Controls

A BHOLD Suite

A BHOLD Suite + FIM2010 architecture
A BHOLD Company



4 BHOLD

ldentity & Access Challenges

Compliance Operational
efficiency
- Business
IT Security Agility




4 BHOLD
e e
Compliance

Do you have employees with too many permissions?

- X "’1§ 1.4 billion dollar fraud by one
‘ person, caused the collapse of

Barings Bank

Management at Barings Bank allowed Nick Leeson to
remain Chief Trader while being responsible for settling
his trades, jobs that are usually done by two different

people.
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IT Security

10% of organizations suffer from serious IT fraud
each yeatr.

How can you ensure that only authorized users can
access IT resources?

Approve transactions

up to 10K Shared server
P purchase dept Approve transactions Shared server
Function up to 1K sales dept
Sr. Purchaser i \
— // Webmall Function Webmail
CRM system \ 54 Jr. Sales S
n £
Purchase — Finance system \ Unit ~—
Sales CRM system

Source: Ernst & Young
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Operational efficiency

10,000 users have about 1 Million permissions
Typical Staff Turnover is 1% per month = 10,000
permission changes per month

How do you manage 10.000 changes
In access authorizations per month?

And what are the costs?

What is the lead time for
a change?
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Business Agility - The Only Constant is Change

89% of the companies are changing their business
processes

76% of the companies are
restructuring their
organization

Source : Ernst & Young




4 BHOLD

R ...
Agenda

A Customer Challenges

A Solution

A BHOLD Controls

A BHOLD Suite

A BHOLD Suite + FIM2010 architecture
A BHOLD Company



4 BHOLD

The solutions to today's identity and

access challenges

BHOLD Controls
Detect & Remediate

S Microsoft:
2 Forefront
Identity Manager 2010

BHOLD Suite

Prevent & Manage

Easy and quick standalone —
solution.

Clear insight in your employees —>
access rights.

Detect Governance, Risk and —
Compliance (GRC) issues.

Fully -integrated Role Based
Access Control.

Manage your employees access
rights real -time.

Prevent GRC issues.
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BHOLD Controls Is a software tool to give

you clear insight in your employees access
rights to avoid GRC iIssues.

Take
Corrective
action

Your data BHOLD Reports
Controls

—=— Controls
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How does BHOLD Controls work?

Step 1: Role mining

Create normalized roles with the model
generator, based on available access data.

Step 2:  Store in database

Step 3:  Check for risk or compliance issues.
Define a business rule and test the
employee database for violations.
Create a report and take action.
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Step 1: Role Mining

Authorizations of Role mining -RKQTY DXWKRUL
employee John in a Role based
structure



